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Watch out for 'phishing’ on your e-mail, warn police

>PECIAL 10 THE CHAMPION

Another 'phishing' season is underway and e-mail users
are warned not to get hooked.

The Financial Consumer Agency of Canada (FCAC) says
phishing involves e-mails where fraud artists pretend to rep-
resent banks and request private information, which thieves
then use to access accounts.

An e-mail received recently by The Champion informed
the recipient their Royal Bank account had a problem and
requested that any password changes be reported. The e-mail
included the bank's lﬂ;_;ﬂ,

RB( Bank's director of media and public relations
advises customers never to share their on-line banking pass-
word or any personal identification.

"RBC employees are never authorized to ask those ques-
tions,” said Beja Rodeck.

In the e-mail cited above, the link for verifying account
activity has since been closed.

Rodeck said the bank works with enforcement agencies to
shut down phishing links once they are detected.

But phishing expeditions are unpredictable and can't be
prevented, she said.

“All banks get these e-mails and many organizations face
this type ol problem. Basically, these things have been around
tor a couple of vears,” said Rodeck. “We're doing a lot of
work to educate customers about fraudulent e-mails. We
have information in our branches.”
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She said il a client's information is compromised through
no tault ot their own, they will be reimbursed for any losses.

Rodeck agreed customers can go directly to their bank
branches if they're notified of problems or asked to provide
information.

RBC Royal Bank has a fraud line for customer inquiries at
1-800-769-2555

A Halton Regional official said those sending
phony e-mails are very good at copving company logos and
making their requests seem legitimate.

“We've seen this before and then an alert to the public
goes out,” said Det. Sgt. Joe Barker. “Alterwards when the

Red Cross desperately needs
volunteers to work in office

The north Halton branch of the Red Cross is in desperate
need of oftice volunteers.

The Milton location is looking for individuals who can
spare some time to answer phones, meet and greet the pub-
lic, help with enquiries and book transportation to medical
appointments for clients.

Those interested should call Judith Dobbs at (905) 875-
1459.
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He recalled previous phishing attempts aimed at bank
accounts of RBC Royal Bank and CIBC customers.

“The Internet has opened up a world of traud,” said
Barker. “People need to act extremely cautiously when deal-
ing with anything over the Internet.”

Barker advises against doing business over the Internet or
the phone when it involves personal accounts. Requests by
mail should also be double-checked, said the sergeant.

“Betore you give information to anyone, confirm they are
legitimate,” he said. “I'm constantly amazed at people who
turn over information without second guessing it.”

Barker said when informed of a problem with their
account, customers should handle it in person.

“Go into the branch and speak to the manager in the
bank,” said Barker. “Don't meet anyone in parking lots or
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He added customers should call or visit their local bank
branch instead ol phoning the number on the letterhead of
correspondence sent to them.

Barker said mass e-mails can be sent, even to non-cus-
tomers of the banks, in the hopes that a few consumers will
be tricked. He said he's not sure where the latest phishing
scam originated because they're usually bounced through
three or four locations.

Barker said phishing scams are investigated by the OPP
and RCMP because they have the international resources
they can use.

The FCAC is also warning of a similar scam called vish-
ing (short for voice phishing) that mimic eBay or PayPal and
direct targets to a false customer support phone number or
they call consumers directly and inform them ol account
‘problems’.

y T T e BT Ere T gy o g T T L e Eia TG T e A i = iy i ek S = AL . e ey o — et T rif T S L] 2 = =53 I & L =
: e O RS i R S e T e S i e : - e e e e T L e e Gl L e
|I ¥ 1 r i gt L = A g e raehed - My Epy ol B R Py g IO L 2 - Rt B A T D e T S e e e K P T Tl ol g ot 14 T ] =
¥ - = e T Ty T 3 L T e B SR L R E T T T Lo 5 e e S T e T A A . i ST w o e S R S L - : ]
. o Lis L F 5 1 ar E = = " :- FL | & H ., i &
\ 3 2 1 ¥ = S L y L e §i E T LR =l ;
R o o i 3 - e et ;: i i i e P o LH Trs y] u
LET T " = i 4 ' Eopriy - B ; E *! i i & - ig PRl S e e I 5 "
§ : g = = : Nl ] e = s
. A - - 3 : E b o
;] - iy - _ i - s - . i3
E - | i p i (LK & =i - . v L i El - [} - B ﬂ:.!.. = Bl o A
o P o H - B AN T ] . E v : g ol " el a = r .:-i- .
L= - : g =' ; - = 3 r - o L1 : i
- i a 1T 2w B
= - - g L
; L ! o po e o D i ] = g bl o ’ ]
: L § . } i Ty b E_I_‘-_'\-"_- ¥ _EF_L'- L, $ _..-._ : J _\_-'I'..": b i i - N
- Fan e e L] ol e gy e SR R e S q Tt e e
; LSRR T R T f P Sk e e S A, ; '*._'j L - ] :
tem l: 5 B el . s U ‘I: i S5k - = e I-- o S S ) TN Mg i . " El P LT
’ 14 M oy, R Rl N e 2 T B - . - E)
! . I i R E 1 » A x ) ) 3
- 1 3 H ) ; 1.- =N :‘_.-.- o B § .'. i | _' i “ H . . 5 ﬁ: F
afi =il g - TR e L | T " ! 5 1 { wd = o
- . o e - Al e % - I . = e
] iy Ja - —=ab i E - <0G -] L] - . i
ki Tl 5 e £ e .];_uq = e = E B I = - LAY v
L ey ot Fy | P o )
e T R e L A i - i b R :
£t BT R i | | . o i
T - o & 18- i ] rd F, &
. R A Pl - N o - LN I i | - LT oy i
- S g T el I i T y '
. LR I == .b - |I' e £ I- = : .
- e = i - *
b St b S < 1 ¢ - - : '
: 3 vl 4 P F ; wiZs
i - i . : ."" 2 ;
1 AL T 3, 3
1y :1p-.|._ L p . i
- N L | ey g 0
oyl feie # ; L S
. S - ','_ T 3
r -l. i -
[ g e 3 = i
e -1 -
--"f
e
5 =

EGUTIATIU
ECESSARY'

VEHICLES TO
CHOOSE FROM!

ER e SR S 1 H Rl e
] R Lol THY LM [ i = e
\._q-r.-.-_n'\-"ﬂl-hmﬂ\..-ﬁ._'l-i.l. L

o

CLOWNS,

FACE PAINTING,
CHILDREN'S PLAY AREA,
REFRESHMENTS AND
SNACKS...
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This Is the one sale
you don t want to muss!

. - wke e - - 2
i i T R T T o T R S

T T T T T T ST

& GEk

( 04 cammr XEve 1D

3 3 ggﬁ =

783 SOl m CORVERTIB @ |

'i.r-"‘-"l ﬂn"*"w: ﬁkr :

O CORDLLA

j‘-—-?"—-?-

|

e




