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It’s always ‘phishing’ season for Internet
savvy fraudsters, and e-mail users are
being warned not to get hooked.

The Financial Consumer Agency of
Canada (FCAC) says phishing involves e-
mails where fraud artists pretend to repre-
sent banks and request private informa-
tion, which thieves then use to access
accounts.

E-mails received recently by Halton-
area Metroland newspapers, including The
Independent & Free Press, informed the
recipients their Royal Bank accounts had a
problem and requested that any password
changes be reported. The e-mails included
the bank’s logo. 

“Financial institutions never send e-
mails like this,” said Martine Belanger, a
spokesperson for the FCAC. “They don’t
contact their clients by e-mail or ask for
personal information by e-mail.”

“RBC employees are never authorized
to ask those questions,” said Beja Rodeck,
RBC Royal Bank’s director of media and
public relations.

Rodeck advises customers never to
share their online banking password or
any personal identification.

In the e-mails sent to the newspapers,
the link for verifying account activity has
since been closed.

Rodeck said the bank works with

enforcement agencies to shut down phish-
ing links once they are detected. But
phishing expeditions are unpredictable
and can’t be prevented, she said.

“All banks get these e-mails and many
organizations face this type of problem.
Basically, these things have been around
for a couple of years,” said Rodeck. “We’re
doing a lot of work to educate customers
about fraudulent e-mails. We have infor-
mation in our branches.”

She said if a client’s information is com-
promised through no fault of their own,
they will be reimbursed for any losses.

Rodeck said customers can go directly
to their bank branches if they’re notified
of problems or asked to provide informa-
tion.

RBC Royal Bank has a fraud line for
customer inquiries at 1-800-769-2555.

Belanger said anyone who receives one
of these phishing emails should never
respond to it.

“You must refrain from clicking on any
links or calling any number in the e-mail
because you could be directed to a phony
website. They might have some software
that enables them to place some type of
“cookie” or virus on your private comput-
er that could retrieve some personal infor-
mation from your computer,” said
Belanger.

Detective Rob Lloyd, who heads the
Halton Regional Police Fraud Bureau in
north Halton, said these phishing e-mails
are so common that local police don’t
even investigate them. Phishing scams are

investigated by the OPP and RCMP,
because they have the international
resources they can use.

Lloyd urges e-mail users to ignore these
types of e-mails, and delete them.

Halton Regional Police Det. Sgt. Joe
Barker said those sending phony e-mails
are very good at copying company logos
and making their requests seem legitimate.

He recalls previous phishing attempts
aimed at bank accounts of RBC Royal
Bank and CIBC customers. 

“The Internet has opened up a world of
fraud,” said Barker. “People need to act
extremely cautiously when dealing with
anything over the Internet.” 

Barker advises against doing business
over the Internet or the phone when it
involves personal accounts. Requests by
mail should also be double-checked, said
the sergeant.

“Before you give information to any-
one, confirm they are legitimate,” he said.
“I’m constantly amazed at people who
turn over information without second
guessing it.”

Barker said, when informed of a prob-
lem with their account, customers should
handle it in person.

“Go into the branch and speak to the
manager in the bank,” said Barker. “Don’t
meet anyone in parking lots or restaurants.”

He added customers should call or visit
their local bank branch instead of phoning
the number on the letterhead of corre-
spondence sent to them. 

Barker said mass e-mails can be sent,

even to non-customers of the banks, in
the hopes that a few consumers will be
tricked.  

He said he’s not sure where the latest
phishing scam originated because they are
usually bounced through three or four
locations. 

The FCAC is also warning of a new
scam called vishing, a new twist on fraud
using telephone systems (short for voice
phishing) that mimic eBay or PayPal and
direct targets to a false customer support
phone number or they call consumers
directly and inform them of account
‘problems’. 

Vishing hooks consumers using two
different approaches.

The e-mail based version of the scam
uses e-mails that mimic messages from an
online payment service provider and pro-
vides them with a false customer-support
telephone number.

When consumers call, automated ser-
vice prompts them to “log in” by provid-
ing account numbers and passwords,
using the telephone keypad.

Consumers may also receive direct calls
at home, or messages left on their answer-
ing machine warning that their account
may be at risk and suggesting they call
customer support immediately. Fraud
artists may even try to gain consumers
trust by confirming personal information
they have on file, such as the clients’ full
name, address or credit card number.

(Lisa Tallyn can be reached at 
ltallyn@independentfreepress.com)

The “Giant” landed in Georgetown last week. No, not  the
Jolly Green Giant, but the Giant Swallowtail Butterfly—
Canada’s largest butterfly— with a wingspan of 83-113
mm (3.2-4.5 inches). The butterfly was found laying eggs
on a hop tree at the home of Dean and Penni Gunby after
son Luke, 4, (right) originally spotted the “Giant” flying
about their backyard.  Local naturalists from the North
Peel/Halton Natural ists Club and the Toronto
Entomological Association were surprised to hear of the
“Giant’s” arrival as it is usually found in Central America,
through the eastern United States to its northern range
along the shores of Lake Erie by Point Pelee and Pelee
Island. What makes this sighting all the more unusual is
that the Giant Swallowtail found what may be the only hop
tree in Halton Hills. Dean Gunby planted the tree to com-
plement his various Carolinian tree species and to use the
fruit as a flavouring for home-made beer. Now his tree is
being used for other purposes— to nurture a new genera-
tion of swallowtails, as more than two dozen eggs were
found on the tree.                           Photos by Kerry Jarvis

Gone phishing: Internet has ‘opened up a world of fraud’

All the money raised through the sale of tick-
ets for a hot tub and cover on display in
Georgetown Market Place will go toward building
a personal living space for local girl Bethany
Winter, who suffers from a neurological disorder.

Bethany, who was born with congenital occip-
ital encephalocele, is globally developmentally
delayed and physically challenged. Due to the
many challenges she faces and the impact they
have had for her and those who care for her, she
requires her own personal living space to accom-
modate her special needs.

Tickets for the hot tub and cover, donated by
Sunrise Spas and HST Spa Covers, are $10 and
available at the Georgetown Lotto booth,
Emerald Isle, J.V. Clothing, Office Magic
Stationary, C & S Printing, Bergsma’s Paint &
Wallpaper and Studio 49.

Area resident and HGTV home renovation
expert Mike Holmes will draw the winning ticket
along with Bethany at Emerald Isle Home Décor
in Georgetown, 265 Guelph St., Saturday, August
26 at 5 p.m.

Holmes will be in the store from 3 to 5 p.m.
signing autographs.

Bert Wilson of Emerald Isle, an organizer of
the draw, said they hope to raise $25,000 for the
living space for Bethany through ticket sales.

‘Giant’ pays a visit Hot tub raffle
to aid local girl

LISA TALLYN
Staff Writer

and DENNIS SMITH
Special to the IFP



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


